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Quantum communication with partially 
characterised devices
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Communication in prepare-and-measure scenario

Relaxed trust on devices 

Contrary to Bell scenario some assumptions 𝜸 
needed 
     
Practical motivation: à semi-device-independent 
schemes are easier to implement



Simple example: dimension restriction

Random Access Coding

𝑥 = 𝑥!𝑥" = 00,01,10,11

Qubit or bit

𝑦=1,2

𝑏 = 𝑥#?
𝑝$%& = 75%
𝑝$%& ∼ 85%



Random Access Coding

𝑥 = 𝑥!𝑥" = 00,01,10,11

Qubit or bit

𝑦=1,2

𝑏 = 𝑥#?
𝑝$%& = 75%
𝑝$%& ∼ 85%

Quantum-over-classical advantage with self-testing properties
 è can be used for QKD, QRNG, self-testing, certification,…
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A zoo of alternative assumptions

1. Dimension [Brunner et al. 2008 PRL]

 𝜌 ∈ 𝐶'

2. Entanglement-assisted dimension [AT, JP, EW, SP 2022 PRXQ]

 𝜌 ∈ 𝐶', shared entanglement

3. Almost dimension [JP, AT, EW, SP 2023 PRL]

 𝑡𝑟 𝜌Π' ≥ 1 − 𝜖
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Foundationally interesting
log(𝑑) ~ units of information
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 𝑡𝑟 𝜌Π' ≥ 1 − 𝜖

Address some (practical) shortcomings,
retaining fundamental interest of 
dimension
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(Accidental) and (short-lived) entanglement 
radically changes correlations
à Compromised protocols



A zoo of alternative assumptions

1. Dimension [Brunner et al. 2008 PRL]

 𝜌 ∈ 𝐶'

2. Entanglement-assisted dimension [AT, JP, EW, SP 2022 PRXQ]

 𝜌 ∈ 𝐶', shared entanglement

3. Almost dimension [JP, AT, EW, SP 2023 PRL]

 𝑡𝑟 𝜌Π' ≥ 1 − 𝜖
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for all states ⇢ where ⇧d =
Pd

j=1 |jihj| is the projector onto
the qudit subspace and ✏ 2 [0, 1] is a deviation parameter
quantifying the failure to admit a qudit description. The lim-
iting cases, ✏ = 0 and ✏ = 1, correspond to a standard qudit
and to an arbitrary quantum state respectively. Thus, we are
mainly interested in the regime 0 < ✏ ⌧ 1. As a simple exam-
ple, the optical coherent state |↵i = e�

|↵|
2
P1

n=0
↵n
p
n!

|ni has
D = 1 in the Fock basis but for small average photon num-
bers (i.e. |↵| ⌧ 1) it corresponds to an almost qubit (d = 2)
with ✏ = 1� e�|↵|(1 + |↵|2) ⇡ |↵|.

The condition (1) is equivalent to the trace-norm condition
k⇢�⇧d⇢⇧dk1  ✏, which has the operational interpretation
that there exists no experimental procedure by which an al-
most qudit can be distinguished from its (unnormalised) qu-
dit projection with an accuracy greater than ✏. More gen-
erally, consider a prepare-and-measure experiment featuring
a sender, Alice and a receiver, Bob. Alice selects an in-
put x 2 {1, . . . , nX} and is assumed to prepare a qudit
state ⇢x that is sent to Bob, who in turn selects an input
y 2 {1, . . . , nY } and performs a corresponding quantum
measurement {Mb|y}b with outcome b. The correlations are

p(b|x, y) = Tr
�
⇢xMb|y

�
. (2)

If the states ⇢x in the experiment are not exactly qu-
dits, but only almost qudits (1) associated to the de-
viation parameters ✏x, the probabilities can change by
at most

��p(✏x)(b|x, y)� p(0)(b|x, y)
��  2✏x. In Ap-

pendix A we also show that for any linear functional W =P
bxy cbxyp

(✏x)(b|x, y), for real coefficients cbxy , the maxi-
mal value based on Alice preparing almost qudits (W (✏x)) can
be bounded by a perturbation of the maximal value associated
to standard qudits (W (0)), namely

W (✏x)  W (0) + 2
X

xy

✏x max
b

|cbxy|. (3)

Since the correction is of order maxx ✏x, one might believe
that the practical impact of almost qudits on dimension-based
quantum information protocols is accordingly small, and that
such a perturbative approach would for practical purposes suf-
fice for their analysis. However, as we will see explicitly, such
intuition is often misguided. A more sophisticated analysis is
needed to remedy the limitations of dimension-based proto-
cols without rendering their success rates considerably sub-
optimal or even vanishing.

Finally, as with dimension-based correlations but unlike
some other prepare-and-measure frameworks [26, 29], almost
qudit correlations have a natural classical analog. The classi-
cal case corresponds to assuming that all states are diagonal in
the same basis, i.e. ⇢x =

P
m p(m|x) |mihm|. The assump-

tion (1) simplifies to 8x :
Pd

m=1 p(m|x) � 1� ✏x. It follows
that the set of classical correlations is a polytope. Without loss
of generality, it can be characterised using a finite alphabet for
m by following the methods of [28].

Impact of almost qubits on random number generation.—

We investigate the magnitude of the impact of tiny higher-
dimensional contributions on a well-known qubit-based pro-
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FIG. 1: Randomness certified by the observed parameter pRAC for
different deviation parameters ✏. The black curve corresponds to a
standard qubit-based protocol.

tocol for random number generation [30, 31]. The proto-
col relies on the Quantum Random Access Code in the sce-
nario (nX , nY , nB) = (4, 2, 2), where Alice’s input is rep-
resented as two bits x1 and x2: Bob randomly selects one
of them which he aims to recover. On average, the proba-
bility of success reads pRAC = 1

8

P
x1,x2=0,1

P
y=1,2 p(b =

xy|x, y). When Alice sends qubits, the optimal quantum pro-
tocol achieves pQ

RAC = 2+
p
2

4 . The protocol uses pRAC as
a security parameter to certify that b is random (e.g. when
(x, y) = (1, 1)) also for an adversary who controls the
devices via classical side information �. The random-
ness can be quantified by the conditional min-entropy R =
� log2 (Pg), where Pg is the largest probability of guessing
b, i.e. Pg = max{p(1|1, 1), p(2|1, 1)}, compatible with the
observed value of pRAC.

Consider for simplicity a perfect value pRAC = pQ
RAC, which

gives R = � log2

⇣
pQ

RAC

⌘
⇡ 0.228 bits of randomness [30]

under a qubit assumption. However, the amount of certi-
fied randomness reduces considerably if the physical imple-
mentation uses almost qubits. For instance, choosing only
✏x = 10�3, we numerically found via a seesaw procedure a
much less random quantum model, implying the upper bound
R . 0.152 bits. Thus, a 1‰ deviation from a faithful qubit
leads to a standard qubit-based analysis overestimating the
randomness by at least about 50%. Playing the role of the
adversary, we systematically searched numerically for quan-
tum models for some small choices of ✏ with the aim of maxi-
mally compromising the amount of certified randomness. The
results are illustrated in Fig. 1. We see that the amount of
certified randomness drops rapidly with ✏ and that the detri-
mental impact is largest for well-performing experiments that
manage to approach the optimal value pQ

RAC.
Impact of almost qubits on measurement certification.— As

a second example, we consider the impact of almost qubits
on a qubit-based protocol for certifying genuine four-outcome
measurements. In Ref. [22], such a scheme is reported in the
scenario (nX , nY ) = (4, 4) where the first three measurement
settings have binary outcomes (b 2 {1, 2}) but the fourth set-

Tiny higher-dimensional 
components radically affect semi-
DI security



A zoo of alternative assumptions

4. Vacuum component [Van Himbeeck, SP 2017 Quantum]

 tr 𝜌𝐻 ≥ 𝜔, where H = 𝐼𝑑	 − 0 0

5. Overlaps [Brask et al. 2017 Phys. Rev. Applied]

 - 𝜓( 𝜓(! ≥ 𝑎(()

6. Distrust [AT 2023 PRL]

 - Alice wants to prepare 𝜓 , but her device is imperfect

 - The fidelity of the actual state 𝜌 is bounded 𝜓 𝜌 𝜓 ≥ 1 − 𝜖

Assumptions without reference
 to dimension



A zoo of alternative assumptions

4. Vacuum component [Van Himbeeck et al. 2017 Quantum]

 tr 𝜌𝐻 ≥ 𝜔, where H = 𝐼𝑑	 − 0 0

5. Overlaps [Brask et al. Phys. Rev. Applied 2017]

 - 𝜓( 𝜓(! ≥ 𝑎(()

6. Distrust [AT PRL 2023]

 - Alice wants to prepare 𝜓 , but her device is imperfect

 - The fidelity of the actual state 𝜌 is bounded 𝜓 𝜌 𝜓 ≥ 1 − 𝜖

Natural for optical systems,
trusted energy measurement 



A zoo of alternative assumptions

4. Vacuum component [Van Himbeeck et al. 2017 Quantum]

 tr 𝜌𝐻 ≥ 𝜔, where H = 𝐼𝑑	 − 0 0

5. Overlaps [Brask et al. Phys. Rev. Applied 2017]
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6. Distrust [AT PRL 2023]

 - Alice wants to prepare 𝜓 , but her device is imperfect

 - The fidelity of the actual state 𝜌 is bounded 𝜓 𝜌 𝜓 ≥ 1 − 𝜖

Also common for optical systems 



A zoo of alternative assumptions

4. Vacuum component [Van Himbeeck et al. 2017 Quantum]

 tr 𝜌𝐻 ≥ 𝜔, where H = 𝐼𝑑	 − 0 0

5. Overlaps [Brask et al. Phys. Rev. Applied 2017]

 - 𝜓( 𝜓(! ≥ 𝑎(()

6. Distrust [AT PRL 2023]

 - Alice wants to prepare 𝜓 , but her device is imperfect

 - The fidelity of the actual state 𝜌 is bounded 𝜓 𝜌 𝜓 ≥ 1 − 𝜖 Platform independent



Information-theoretic assumption, without reference to Hilbert space

Bound the ”accesible information” through the min-entropy:

𝐼 = 𝐻*%& 𝑋 − 𝐻*%& 𝑋 𝐵 = log 𝑛 + log 𝑃+

where

𝑃+ = max !
&
∑( 𝑡𝑟(𝜌(𝑁() 

Capacity constraint
(*) Information [AT et al. 2022 Quantum]

Prepare-and-measure scenarios with unrestricted entanglement
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We investigate the correlations that can arise in prepare-and-measure communication scenarios where the
source (Alice) and the measurement device (Bob) can share prior entanglement. The paradigmatic example
of such a scenario is the quantum dense coding protocol, where the communication capacity of a qubit can
be amplified if a two-qubit entangled state is shared between Alice and Bob. We prove that the most general
correlations that can be established between Alice and Bob actually require higher-dimensional entanglement.
This motivates us to investigate the set of correlations that can be obtained from communicating either a classical
or a quantum d-dimensional system in the presence of an unlimited amount of entanglement. We show how
such correlations can be bounded by a series of semidefinite programming relaxations through a relation to the
set of informationally-restricted quantum correlations. For classical communication, an alternative series of
relaxations can be obtained through a reduction to standard Bell nonlocality. As an application, we introduce
device-independent tests of the dimension of classical and quantum systems that, in contrast to previous results,
do not make the implicit assumption that Alice and Bob share no entanglement. We also establish several
relations between communication with and without entanglement as resources for creating correlations.

I. INTRODUCTION

The archetype communication scenario, ubiquitous in clas-
sical and quantum information theory, is the prepare-and-
measure scenario illustrated in Figure 1a. Alice prepares a
physical system, depending on some input x 2 {1, . . . , nX},
and sends it to Bob. Bob then performs on the incoming
system a measurement, according to some choice of input
y 2 {1, . . . , nY}, and obtains an output b 2 {1, . . . , nB}.
From an operational perspective, this prepare-and-measure
scenario is completely characterized by the conditional prob-
abilities p(b|x, y), which describe the correlations that are es-
tablished between Alice and Bob. These correlations are lim-
ited by the amount of communication carried by the physical
systems from Alice to Bob.

Communication may naturally be, and is commonly, quan-
tified in terms of the dimension d of the exchanged messages,
i.e, the alphabet size for classical messages and the dimension
of the Hilbert space for quantum messages. Consequently,
much research has been directed at studying the correlations
p(b|x, y) that arise from the communication of a classical or
quantum d-dimensional system. This covers a wide range of
topics including foundations of quantum theory [1, 2], dimen-
sion witnessing [3–6], random access coding [7–9], quantum
random number generation [10, 11], quantum key distribu-
tion [12, 13], self-testing [14–16] and various protocols for
characterising and certifying quantum devices [17–19]. It
has also motivated a considerable number of experiments (see
e.g. [20–26]).

Typically, quantum communication models, e.g. as in the
references above, consider Alice and Bob as initially indepen-
dent or allow them to share a classical random variable (as
in Figure 1a). However, quantum theory naturally enables a
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FIG. 1: Prepare-and-measure scenario. Alice encodes an input x
into a physical system communicated to Bob. Bob measures the
incoming system depending on an input y and obtains an output b.
We are interested in characterizing the possible conditional
probabilities p(b|x, y) if the communication is limited to
d-dimensional messages. Much of past research has considered the
case (a) where Alice and Bob are initially independent or share
classical randomness. We consider the situation (b) where they
share quantum entanglement.

more general communication scenario in which Alice and Bob
share prior entanglement (as in Figure 1b). The introduction
of entanglement to assist classical and quantum communica-
tion should enlarge the set of possible correlations between
Alice and Bob. Indeed, while entanglement itself cannot be
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How are all these assumptions connected?



The path to redemption…

Almost dimension Dimension

InformationOverlapVacuum EA dimension

Distrust

𝜖 = 0

No entanglement



Almost dimension Dimension

InformationOverlapVacuum EA dimension

Distrust

Π',! = |0⟩⟨0|



Almost dimension Dimension

InformationOverlapVacuum EA dimension

Distrust

Choose all target states
𝜓( = |0⟩



Almost dimension Dimension

InformationOverlapVacuum EA dimension

Distrust

Close to some fixed reference state also 
implies close to each other! 



Almost dimension Dimension

InformationOverlapVacuum EA dimension

Distrust

Methods for characterising 
correlations for some assumptions 
can be applied to others in limiting 
cases

No complete hierarchy of 
assumptions…



The path to redemption… a unifying assumption

Almost dimension Dimension

InformationOverlapVacuum EA dimension

Distrust

All assumptions imply a capacity 
constraint!

Not a surprise: this is why they were 
introduced in the first place



Information in entanglement-assisted dimension

Almost dimension Dimension

InformationOverlapVacuum EA dimension

Distrust

[AT, JP, EW, SP 2022 PRXQ] 

𝐼 ≤ log 𝑘 + log 𝑑



Almost dimension Dimension

InformationOverlapVacuum EA dimension

Distrust

The energy cost of information

• Assume pure states, w.l.g. real (infinite dimensional)

• Energy assumption: 

 𝑡𝑟 𝜌(𝐻 ≤ 𝜔	 à 𝜓( 0 ≤ 1 − 𝜔
  The states lie in a cone around the vacuum

• Choose them equidistant 𝜓( 𝜓() = 𝐚

 on the cone 𝜓( 0 = 1 − 𝜔
• How distinguishable can I choose the states?

    m𝑖𝑛 𝑎	s.t. 𝐺	 ≥ 0



Almost dimension Dimension

InformationOverlapVacuum EA dimension

Distrust

The energy cost of information

• Assume pure states, w.l.g. real (infinite dimensional)

• Energy assumption: 

 𝑡𝑟 𝜌(𝐻 ≤ 𝜔	 à 𝜓( 0 ≤ 1 − 𝜔
  The states lie in a cone around the vacuum

• Choose them equidistant 𝜓( 𝜓() = 𝐚

 on the cone 𝜓( 0 = 1 − 𝜔
• How distinguishable can I choose the states?

    m𝑖𝑛 𝑎	s.t. 𝐺	 ≥ 0

𝑎 = 1 −
𝑛

𝑛 − 1
𝜔



• Assume pure states, w.l.g. real (infinite dimensional)

• Energy assumption: 

 𝑡𝑟 𝜌(𝐻 ≤ 𝜔	 à 𝜓( 0 ≤ 1 − 𝜔
  The states lie in a cone around the vacuum

• Choose them equidistant 𝜓( 𝜓() = 𝐚

 on the cone 𝜓( 0 = 1 − 𝜔
• How distinguishable can I choose the states?

    m𝑖𝑛 𝑎	s.t. 𝐺	 ≥ 0
• Optimal states à equianglular à Pretty good measurement is optimal

Almost dimension Dimension

InformationOverlapVacuum EA dimension

Distrust

The energy cost of information

𝐼 ≤ 2 log 𝜔(𝑛 − 1) + 1 − 𝜔



Information cost of SDI: a general method

Almost dimension Dimension

InformationOverlapVacuum EA dimension

Distrust



Information cost of SDI: a general method

Almost dimension Dimension

InformationOverlapVacuum EA dimension

Distrust



Almost dimension Dimension

InformationOverlapVacuum EA dimension

Distrust

• Assume pure states (can relax later) 𝜓

• Both assumptions take the form 𝜓 Π 𝜓 ≥ 1 − 𝜖

• This implies 𝜓 𝜓 ≤ 1 − 𝜇 \𝜓 + h 𝜖, 𝜇 𝐼 for all 𝜇 ≥ −1

• Plug this into expression for 𝑃+

     𝑃+- ≤ 𝑃+. + 1 − 2𝑃+. 𝜖 + 2 𝑃+. 1 − 𝑃+. 𝜖(1 − 𝜖)

Sketch: method for bounded subspace

Π = Π'

Π = |𝜙⟩⟨𝜙|

Projection on Π Correction
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• Both assumptions take the form 𝜓 Π 𝜓 ≥ 1 − 𝜖

• This implies 𝜓 𝜓 ≤ 1 − 𝜇 \𝜓 + h 𝜖, 𝜇 𝐼 for all 𝜇 ≥ −1

• Plug this into expression for 𝑃+

     𝑃+- ≤ 𝑃+. + 1 − 2𝑃+. 𝜖 + 2 𝑃+. 1 − 𝑃+. 𝜖(1 − 𝜖)

Sketch: method for bounded subspace

Π = Π'

Π = |𝜙⟩⟨𝜙|

Projection on Π Correction

TIGHT for almost qudits!



• Two classes of SDI assumptions:
1. Bounded subspace constraints
2. Information (capacity) constraints

• Tight bounds on information capacity under 
bounded subspace constraints

•  Not nesecarily a useful relaxation to study 
correlations
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Summary

Capacity constraints taylored to the problem

• Two classes of SDI assumptions:
1. Bounded subspace constraints
2. Information (capacity) constraints

• Tight bounds on information capacity under 
bounded subspace constraints

•  Not nesecarily a useful relaxation to study 
correlations
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